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Abstract

The Ukrainian government’s adoption of digital technologies marks a critical transition
aimed at enhancing operational efficiency, strengthening accountability, and
encouraging more active citizen engagement in governance. This study looks at the
current legal framework in Ukraine that underpins this digital transformation and
identifies key challenges that slow its progress. It is imperative that the following factors
are given due consideration: the existence of gaps within the regulatory environment,
the presence of cybersecurity vulnerabilities, and the limited institutional capacity to
fully implement digital innovations. The study employed a variety of research methods,
including the analysis of legislation, policy documents, and consultations with expertsin
the field. It is evident that Ukraine has already made a certain amount of progress in the
development of legal instruments for e-government in the country. At the same time, it
reveals persistent obstacles in the effective implementation and harmonization of these
legal norms within the broader administrative context. In order to further implement
digitalization, the Ukrainian government must adopt a multidimensional strategy.
Significant legislative changes are required to ensure that national legislation is in line
with the evolving requirements of digital governance. These reforms must address
existing legislative gaps, reinforce data protection and privacy safeguards, and establish
clear regulatory pathways for the integration of emerging technologies into the public
domain. It is equally important to emphasize the enhancement of institutional capacity
at all levels of public administration. International collaboration plays a pivotal role in
advancing Ukraine’s digital transformation in public governance. Such cooperation
facilitates the exchange of knowledge and best practices. Further research should be
directed towards the extensive comparative analysis of digital governance systems
across various nations, with a particular emphasis on the legal intricacies inherent in
the integration of artificial intelligence, block chain technologies and big data within
public administration. It is imperative to give due consideration to the aforementioned
challenges, as this will facilitate the establishment of robust legal strategies and the
creation of adaptive regulatory mechanisms that can effectively respond to the evolving
dynamics of technological development.
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1. Introduction

Digital transformation has emerged drivers of contemporary societal evolution,
delineating a novel paradigm of interaction among the pivotal actors within the public
sphere: citizens, businesses, and the state. In the 2Ist century, the implementation
of digital technologies has had a profound impact on the functional nature of public
administration, leading to its transition to a new paradigm that is characterized by
efficiency, openness, and technological adaptability. Information and communication
technologies are emerging as catalysts for transformational processes. The digitalization
of public administration is regarded as a pivotal mechanism for modernizing the
state apparatus. The primary objectives of this process are to enhance transparency,
accountability, institutional capacity, and the adaptability of government structures
to the evolving socio-political environment. It opens up new opportunities for the
realization of democratic principles in management practice, ensuring citizens' access
to information, expanding feedback channels, and fostering the preconditions for
inclusive participation in managerial decision-making processes (Hedikov, 2024).

Digital technologies are increasingly being integrated into public policy, changing
the very logic of its implementation. Their actions contribute to the establishment
of an intelligent governance framework. The model is founded upon the strategic
utilization of data, supplemented by advanced analytical capabilities for predictive
modeling. Moreover, it harnesses automation to streamline administrative tasks and
adopts innovative technologies for the efficient delivery of public services. This process
necessitates not only technical modernization but also profound institutional changes,
including a revision of approaches to legal regulation, the development of digital
infrastructure, and the advancement of digital competencies in the public sector. It is
imperative to acknowledge that digitalization should not be regarded asan independent
objective. The primary objective of digitalization should be aligned with the fundamental
principles of democratic governance, including the protection of human rights, the
safeguarding of personal data, the assurance of information security, and the facilitation
of access to information. In order to achieve a successful digital transformation within
the sphere of public administration, it is imperative to integrate technological progress
with a robust legal framework, institutional capacity, and active citizen participation.

The European Unionisimplementing a coherent and focused digital development
strategy. In the EU Member States, governments are implementing a comprehensive
Digital Europe initiative, also known as the Digital Europe Programmer. This ambitious
plan provides funding for digital innovation in several key areas, including artificial
intelligence, cybersecurity, the development of digital skills, and the modernization of
public institutions through digitalization (EUR-Lex, 2025). The EU is actively pursuing
digital sovereignty while strengthening its competitive edge, set against a backdrop
of global volatility and increasing cyber risks. This focus has gained further significance
since the COVID-19 crisis and the Russian Federation’s full-scale invasion of Ukraine.
In alignment with the European Commission’'s Communication, «Shaping Europe’s
Digital Future,» the digital transformation is intended to be guided by democratic
values, ensuring transparency and promoting inclusivity. (EU4Digital, 2025). In its quest
to become a digitally integrated nation within Europe, Ukraine is actively pursuing
the digital transformation of its government operations. However, this effort faces a
number of challenges. These include inconsistencies within existing legal documents,
the fragmented nature of its regulatory system, and the need to adopt European digital
governance models and standards. The aim of this research is to examine the basic legal
framework supporting the digitization of the Ukrainian public administration, identify
the main legal barriers to this process, and forecast future progress.

This essay aims to explore the current framework supporting Ukraine's shift
toward digital public administration. It will analyze the significant challenges within
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the existing legal and regulatory mechanisms. Additionally, it seeks to outline potential
future directions, drawing on best practices observed across Europe. The focus will
be on aligning Ukrainian laws with those of the European Union and examining
how digital tools can contribute to the strengthening of democratic principles in
governance. In the context of the digital transformation of public administration, it is
of particular importance to study legislation that ensures the efficiency, security and
transparency of digital processes. Contemporary scientific discourse highlights the
critical importance of developing a flexible and well-integrated legal and regulatory
framework. Such a framework is considered essential for supporting the sustainable,
digitally-driven advancement of a nation. In particular, at the European level, research
on the harmonization of digital contract law is relevant, having intensified after the
adoption of the so-called «Twin Directives» of the EU in 2019 concerning digital content
and services (De Franceschi & Schulze, 2023). This sets a benchmark for Ukraine in the
context of implementing relevant norms into national legislation.

A number of studies have focused on digitization in the context of crisis,
war and reconstruction. In this context, the work of M. Negrei, |. Kostenko, and Yu.
Kravchenko (CSD EIS 2022) is of particular importance, presenting the dynamics of the
transformation of digital processes in Ukraine in the pre-war and wartime periods. The
focus here shifts to the emerging need for adjusting legal frameworks to address crises,
specifically encompassing both the immediate aftermath and subsequent recovery.
This necessitates not only a fundamental physical reconstruction, but also a thorough
reassessment of the legal framework governing their activities (Nehrey et al,, 2023). The
study by K. Schedler (Schedler et al., 2019), A.A. GUnduz, and R. Frischknecht provides a
significant theoretical contribution by explaining the institutional and organizational
barriers that hinder the progress of digitalization. The researchers identified the absence
of a robust legal framework as a significant impediment to digitalization (Schedler, et
al.,, 2019). This conclusion is of particular pertinence in the context of Ukraine, where the
fragmentation of regulatory frameworks constitutes a significant impediment to the
advancement of digital transformation within the public sector.

The European approach to digital transformation in crisis conditions is also
analyzed in the research by C.M. Profiroiu, C.I. Negoita, and A. Costea (Profiroiu et al.,
2023). Although it does not have a purely legal focus, the authors demonstrate that the
effectiveness of digitalization directly depends on the availability of stable legal and
financial mechanisms (Profiroiu et al., 2023). Summarizing the scientific approaches, it
can be argued that the key challenges for the legal support of digitalization in Ukraine
are:

a fragmentation and lack of systematically in the legal and regulatory
framework;

a lack of institutional continuity in the implementation of digital policies;

a the necessity of harmonizing with European digital legislation

the need for legal regulation of crisis and emergency digital solutions.

At the same time, the prospects lie in the formation of a unified legal space for
digital governance, based on the principles of openness, interoperability, and civic
participation. Also, in the development of regulatory support for public digital platforms.

As Ukraine pursues its path toward integration with Europe, it must also pay close
attention to these developments. The imperative of aligning its legal framework with
the acquis communautaire is a crucial aspect of this endeavour. According to Ukrainian
researchers Vavrynchuk (2023), Shulzhenko (Shulzhenko et al, 2021), Michalak and
Sniadach (2023), the digitization of governmental processes requires a shift that goes
beyond technological advancements. A comprehensive legal overhaul of existing laws
is necessary to fully embrace this transformation. This involves formulating specific legal
frameworks for artificial intelligence, refining existing regulations on the protection of
personal information, and strengthening laws concerning cybersecurity and digital
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infrastructure. According to Ukrainian researchers Vavrynchuk (2023), Shulzhenko
(Shulzhenko et al, 2021) and Michalak and Sniadach (2023), the digitization of
governmental processes requires a shift that goes beyond technological advancements.
A comprehensive legal overhaul of existing laws is necessary to fully embrace this
transformation. This involves formulating specific legal frameworks for artificial
intelligence, refining existing regulations on the protection of personal information, and
strengthening laws concerning cybersecurity and digital infrastructure. (Vavrynchuk,
2023; Shulzhenko et al., 2021; Michalak and Sniadach, 2023).

The primary issue identified by scholars pertains to the incongruity between the
rapid advancementsininformation technology (IT) and the gradual evolution of the legal
framework. This discrepancy ultimately impedes the efficacy of digital transformation
initiatives. Furthermore, a lack of adequate alignment between national laws and
European Union regulations obstructs international cooperation and undermines
confidence in digital services within the public sector.

Academic research emphasizes the need for a multifaceted strategy
regarding the legal frameworks surrounding digitalization, which must include both
technological and legal harmonization. The EU’s experience in digital law can serve as
a methodological and practical basis for updating the Ukrainian regulatory framework
to ensure sustainable digital development and effective public administration. While
these studies significantly enhance our understanding of the legal aspects of digital
transformation, most of them are general in nature. There is a tendency to overlook
the institutional challenges posed by the digitalization of public administration under
martial law, underscoring the necessity for research to be conducted into the legal
framework governing digital transformation. It is imperative to emphasize the necessity
of aligning national legislation with international and European standards. The objective
of this study is to analyze Ukrainian legislation on digital governance, with a focus on the
effective and sustainable implementation of reforms in the public sector.

2. Materials and Methods

The present study employs qualitative methodologies, a particularly apt approach
when analyzing the legal and institutional dimensions of the digitalization of public
administration in Ukraine. The primary methodology employed is that of documentary
analysis, a technique which facilitates a comprehensive examination of the prevailing
legal framework that governs digital transformation within Ukraine’'s public sector.
This encompasses the analysis of legislative acts, governmental resolutions and other
regulatory documents that delineate the legal framework for digital governance.
This specifically encompasses laws and directives related to e-governance initiatives,
safeguards against cyber threats, the establishment of electronic trust services,
administrative processes, and the protection of personal information. A thorough
examination was conducted of key legislative instruments such as Ukraine’s Law “On
Electronic Governance” (as outlined in Order No. 649-r) and the Law “On Personal
Data Protection” (Verkhovna Rada of Ukraine, 2025c), alongside relevant Presidential
decrees and governmental strategies focused on digital development. This analysis
considered not only the substantive content of these legal resources but also their
internal coherence, alignment with the overarching national strategic objectives, and
conformity with established international standards—with particular attention to those
promoted by the European Union.

A comparative analysis constitutes the second key method, which facilitates
the comparison of Ukrainian legislation with international standards and European
practices in the field of digital governance. This enables the identification of the primary
issues and lacunae in national legislation, in addition to the identification of areas for
enhancement.

In addition to document analysis, this study employed semi-structured interviews.
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Adiverse group of stakeholders—including legal professionals, lawmakers, governmental
officials, and IT specialists—formed the interviewee pool. These individuals played active
roles in shaping and implementing digital transformation initiatives in Ukraine. The
primary objective of the interviews was to gain a practical understanding of how legal
regulations are applied, how various institutions collaborate, and how digital initiatives
are actually implemented in practice. Special attention was devoted to identifying
implementation barriers. Owing to the flexible nature of semi-structured interviews,
they enabled discussions to be guided by predefined themes while also allowing for the
emergence of novel, context-specific insights. Furthermore, the study’'s methodological
framework strongly incorporated comparative legal analysis. This provided a systematic
means of contrasting Ukraine's legal landscape with globally recognized standards,
particularly those set by the European Union. Key reference points in this comparative
examination included the General Data Protection Regulation (GDPR), the Tallinn
Declaration on e-Governance, and the OECD's guidelines on digital government.
Furthermore, expert interviews with specialists in public administration, law, and
information technology are also an important research tool. These interviews are
instrumental in acquiring practical knowledge and experience from individuals directly
involved in the implementation of digital innovations in the public sector.

The combination of these methodologies facilitates a comprehensive
comprehension of the legal, institutional and procedural dimensions of digital
public administration. Moreover, it offers a framework for the effective formulation of
recommendations to enhance digital transformation in Ukraine.

3. Result and Discussion

Throughout recent history, Ukraine has progressively implemented a range of
significant regulatory and legal instruments aimed at advancing digital governance.
This process has involved the adoption of several pivotal legislative acts. These include
provisions on electronic identification systems (Order No. 649-r), the functioning of state
information systems (Order No. 1556-p), legislation on digital communication networks
(Verkhovna Rada of Ukraine, 2025c), the delivery ofadministrative services through digital
platforms (Verkhovna Rada of Ukraine, 2024), and regulations governing interactions
via electronic platforms (Verkhovna Rada of Ukraine, 2023). Collectively, these legal
measures have significantly reconfigured the national regulatory framework, laying a
foundational path for the digital transformation of public sector administration.

These adopted regulations firmly establish foundational principles that prioritize
clarity, accessibility,and the interoperability of governmental data systems. Furthermore,
they underscore the importance of meeting the needs of both the public and the
commercial sectors. The core provisions align closely with contemporary European
models aimed at constructing efficient, accountable, and forward-looking governance
structures. This legal framework is fully consistent with the concept of a “digital state”
and embodies the fundamental ideals of sound public administration (Verkhovna Rada
of Ukraine, 2022).

An analytical review of current Ukrainian regulations concerning the digital
transformation of public administration reveals a set of recurring systemic challenges
that significantly impede successful implementation (Verkhovna Rada of Ukraine,
2025a). A notable issue lies in the drafting of numerous legislative acts without
adequate coordination among governmental bodies, which has led to fragmentation
and insufficient integration. This lack of cohesion obstructs the creation of a unified
regulatory environment, essential for facilitating effective interaction between digital
infrastructures across various levels of public authority. Furthermore, the absence
of clearly defined legal frameworks for interoperability contributes to overlapping
mandates, inefficient information flows, and operational disjunction among institutions
engaged in digital governance.

28



Manyilova, K., & Norchuk, Yu. (2025). Legal principles of digitalization of public administration in Ukraine: challenges and

perspectives. Legal Horizons, 25(2), 23-34 https://doi.org/10.54477/L H.25192353.2025.2.pp.24-34

The main problems of interagency coordination and interoperability in the

current laws of Ukraine regarding the digital transformation of public administration
are summarized below, as shown in Table 1.

Table 1. key issues of interagency coordination in ukrainian digital governance

laws
Law of Ukraine Problem Example
"On Electronic Theabsenceofmechanisms Therearenolegal provisions
Communications" (Law No. 1089-for regulatory interoperability offregarding the integration of digital
IX) ICT systems. platforms of government bodies.
"On Information" (Law oOf Unclear regulatory The information is
Ukraine No. 2807-1X) framework for the integration offpresented fragmentarily, without

information resources between|proper coordination of exchange.
government agencies.

«On Administrative Insufficient regulatoryj The Diia platform functions
Services» ( Law No. 1907-1X) support for digital interactionfin isolation from other state

between public administrationfsystems.

entities.

"On Personal Data Lack of standardized The lack of unified
Protection" (Law No. 2297-VI) approaches for the exchange offapproaches to data processing
personal data between publiclcomplicates the integration of
authorities. public administration information

ystems

Compiled by the authors

In this context, the viewpoint of V. Hedykov is particularly relevant, as he suggests
that the consolidation of legislation through the development of a Digital Code of
Ukraine represents both a feasible and pragmatic solution (V. Hedykov). According
to the author, such a codified act would effectively systematize the key regulations
governing the digitalization sphere and establish a unified legal foundation for the
balanced development of a digital state. The adoption of this code would serve as a
logical response to the challenges posed by regulatory fragmentation, enhance the
coherence between sectoral policies, and create an integrated framework for digital
governance, aligning it with European standards of good governance.

AsignificantobstaclehinderingthemodernizationofUkraine'spublicadministration
is the inadequacy of its legal and regulatory frameworks to accommodate cutting-edge
digital technologies. Specifically, current legislation fails to provide clear guidelines for
integrating innovative tools, such as automated decision-making processes, machine
learning applications, and artificial intelligence systems, into administrative operations.
This legal gap significantly undermines both the predictability and transparency of
government agencies’ operations as they transition to digital practices.

The current lack of explicit regulations concerning the deployment and use of Al
technologies, automated decision-making systems, and machine learning algorithms
presents various potential risks. Firstly, it generates legal uncertainty regarding
responsibility for the consequences caused by decisions made in an automated mode. In
particular, it remains unclear who will be held responsible in case of violation of citizens’
rights or errors made by the system - the state body, the software developer, or the
operator of the technical solution. Secondly, insufficient legal regulation complicates the
proper control over algorithms that may be prone to bias, discrimination, or violation of
the principles of transparency and integrity. Thirdly, without standards for the use of such
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technologies, the state lacks the necessary levers to ensure the protection of personal
data, preventabuse,and ensure procedural fairnessin the use of innovative tools in public
administration. Finally, this situation not only hinders the innovative development of the
administrative sphere, but also significantly limits the potential for modernization of
the state’s electronic services. This makes it impossible to fully implement the principles
of digital governance, such as client-orientation, efficiency, transparency, and public
trust. As Ukraine seeks to integrate into the European digital space, one of the most
significant obstacles to this process is the absence of clearly defined legal guidelines for
the use of advanced technologies in government operations. This gap not only impedes
alignment with the regulatory systems already established in the EU but also hampers
the adoption of principles related to digital self-determination.

In addition, it is important to note that the absence of specific legal provisions
has the potential to impact Ukraine's international competitiveness. Other countries
have already taken steps to implement relevant regulations and utilize cutting-edge
technologies to enhance the efficiency of government processes and foster trust in
digital institutions. Ensuring the sustainable development of digital governance is a
crucial aspect to consider. Inthisregard, the establishment of a contemporary regulatory
framework for artificial intelligence technologies is a strategic priority to ensure the
continued advancement and growth of our digital landscape. Furthermore, a serious
problem remains the lack of clear regulations regarding the cross-border transfer of
personal and administrative data. In a globalized world, where interaction between
countries requires the rapid and secure transfer of data, the existing legal environment
does not provide adequate legal protection for the exchange of information between
state bodies of different countries. This leads to legal uncertainty, which can become a
barrier to international cooperation in the field of digital technologies, particularly for
the expansion of digital services and data exchange within international initiatives.

The absence of clearly defined regulations governing the cross-border exchange
of personal and administrative data remains a critical concern. In an increasingly
interconnected global environment—where the secure and rapid sharing of data
between nations is essential—existing legal frameworks provide insufficient safeguards
for intergovernmental data exchange. This legal ambiguity generates uncertainty and
may impede international cooperation in the field of digital technologies, particularly
in the context of expanding digital services and cross-border data initiatives. Ukraine's
cybersecurity vulnerabilities have become increasingly criticalamidst the ongoing, large-
scale military conflict with Russia. While the country has foundational legal frameworks
in place—most notably the Law of Ukraine “On the Basic Principles of Cybersecurity”
(Verkhovna Rada of Ukraine, 2025b)—the existing legal structure remains insufficient.
It is fragmented, lacks technical specificity, and fails to account for the complexities of
modern cyber warfare.

As A. Pravdiuk emphasizes, the rapid evolution of information technology and
the intensifying threats to Ukraine's national security—particularly within the context
of hybrid warfare and Russian cyberattacks—demand a continuous refinement of
cybersecurity legislation (A. Pravdiuk). Although current laws establish some essential
principles of cyber defence, they fall short in terms of coherence and practical
applicability. In particular, the absence of detailed technical standards, clearly articulated
response protocols, and coordinated mechanisms for interagency collaboration severely
undermines the protection of critical information infrastructure. The timely mitigation
of cyber incidents, and the broader resilience of the country’s digital landscape. In
such circumstances, legal uncertainty not only limits the internal capacity of the public
administration system to counter threats but also reduces Ukraine's potential for full
integration into the European and global cybersecurity ecosystem.

The issue of the lack of an effective mechanism for interagency coordination
in the context of multi-level information attacks and destructive information and
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psychological operations by the aggressor state is becoming particularly relevant.
Against the backdrop of systemic cyberattacks aimed at destroying information
resources, disrupting governance, demoralizing the population and the military, legal
instruments remain insufficiently flexible and do not cover the full spectrum of hybrid
threats. The imperfection of legal regulation limits Ukraine’s potential for interaction with
international partnersin thefield of cyber defense and hinders the formation of a unified
cybersecurity space with the EU and NATO. Therefore, revising the legal architecture
governing cybersecurity to account for military threats, emerging technologies, and
evolving global norms constitutes an urgent priority. Such reform is essential for
strengthening the nation’s digital resilience and ensuring the continuity and protection
of governmental functions, particularly during times of armed conflict.

Oneofthemain problemsisthelack of proper mechanismsfortheimplementation
of established norms. The legislation provides general guidelines and principles but
does not define specific ways and procedures for ensuring cybersecurity in practice.
This includes the absence of clear procedures for monitoring cyber threats, managing
security incidents, as well as for continuously updating and adapting security policies
in the face of new cyber threats and technological changes. Furthermore, existing rules
and guidelines often diverge from internationally recognized standards, hindering the
alignment of a nation’s cybersecurity posture with global collaborative frameworks and
weakening its capacity to contribute to collective defense mechanisms in cyberspace.

Of particular concern is the lack of established technical standards, which poses
significant risks to information security across both governmental and commercial
sectors. The absence of clear technical benchmarks for cyber protection obstructs
accurate assessments of current infrastructure vulnerabilities and impedes the effective
integration of advanced information security technologies. These include cryptographic
systems, multifactor authentication, intrusion detection and prevention systems (IDS/
IPS), and other state-of-the-art protective mechanisms. For the effective solution of
these problems, it is necessary to develop clear technical standards and methodologies
that meet the requirements of both national legislation and international standards.
Furthermore, it is crucial to establish dynamic mechanisms that ensure the continuous
review and adaptation of the regulatory framework. Such mechanisms are essential for
keeping pace with the rapid evolution of emerging cyber threats and the advancement
of cutting-edge technologies. This allows for an adequate level of cybersecurity to be
ensured in the context of digital transformation and the globalization of cyber threats.

A major systemic obstacle impeding the digital transition of Ukraine's public
administration lies in its institutional deficiencies within the realm of digital governance.
These weaknesses manifest in limited coordination capacities, insufficiently defined
responsibilities,and alackofstrategic coherenceacrossgovernmental bodiesresponsible
forimplementingdigital reforms. Asignificant part of state bodiesdemonstratesalimited
capacity for proper legal support of digital processes, which is due, in particular, to an
acuteshortage oflegal professionalswith competenciesinthefield ofdigital,information,
and cyber law. The absence of specialized lawyers complicates the development and
implementation of legal and regulatory acts capable of effectively regulating digital
Mmanagement tools, personal data protection, the use of artificial intelligence, as well
as electronic identification and authentication. Consequently, a fragmented approach
to the legal support of digital initiatives emerges, accompanied by a sluggish response
to the complex challenges posed by rapidly evolving technologies. This disjointed
framework undermines the coherence and adaptability of public administration in the
face of digital transformation.

The core issue is further exacerbated by persistent financial constraints, which
significantly hinderthecapacityofgovernmentinstitutionstoadequatelytrain personnel,
implement digital reforms, and ensure the long-term sustainability of innovation. Low
salaries, limited opportunities for career advancement, and insufficient investment
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in digital skills development collectively diminish motivation to adopt and integrate
new technological solutions. In essence, the state’s institutional deficiencies in digital
governance impede the effective deployment of technology and threaten to stall the
broader modernization of public administration. This modernization is vital for Ukraine's
alignment with European and international digital policy standards. Addressing these
systemic challenges requires a comprehensive reform of human resource management,
the creation of resilient professional development frameworks, and the allocation of
adequate financial resources to the institutions spearheading digital transformation.

The disparity between Ukrainian legislation and European Union standards on
personal data protection constitutes a significant barrier to Ukraine's integration into the
EU’s unified digital space. While Ukraine has expressed strong support for transparency
in the digital domain and for aligning with European regulatory norms, its current
legal framework does not fully conform to the fundamental provisions enshrined
in the General Data Protection Regulation (GDPR). In particular, the Ukrainian legal
system reveals notable shortcomings in implementing the rights of data subjects. Key
aspects such as the “right to erasure” and the right to data portability remain either
insufficiently regulated or ambiguously defined. These rights are essential elements of
the modern European legal architecture on digital rights, underpinning the principle of
individual control over personal data. Their effective implementation is crucial not only
for protecting user autonomy, but also for ensuring legal interoperability in the context
of cross-border digital services and broader international cooperation.

Failure to comply with GDPR requirements complicates interaction with European
partners, creates barriers to cross-border data exchange, and limits the opportunities for
Ukrainian authorities and the private sector to integrate into joint digital platforms and
information ecosystems of the EU. This situation also negatively affects trust in Ukrainian
institutions in the context of ensuring information security and protecting digital rights.
Considering the current circumstances, aligning Ukraine's domestic legislation with the
General Data Protection Regulation (GDPR) is an objective necessity. In particular, this
entails enacting a revised version of the Law of Ukraine “On Personal Data Protection”
(Verkhovna Rada of Ukraine, 2025c) to ensure full compliance with European standards.
Such a legislative revision is not only essential for harmonizing regulatory frameworks,
but also for establishing a robust legal basis for the free and secure exchange of data
between Ukraine and EU member states. This alignment would significantly strengthen
Ukraine's position within the European digital ecosystem and facilitate its broader
integration into the EU’s digital single market.

Ukraine's transition toward digital governance in the public sector is constrained
by a fragmented and complex legal environment. A key challenge lies in the absence
of comprehensive legislative frameworks capable of accommodating innovative
technologies such as artificial intelligence and automated decision-making systems.
The digitalization process is further impeded by insufficient interagency cooperation,
internal inconsistencies within the legal system, and a lack of full compliance with the
European Union's directives on personal data protection. To overcome these systemic
obstacles, a series of strategic legal reforms is required. These should include the
formalization of laws tailored to digital technologies, the modernization of cybersecurity
legislation,and the harmonization of national regulations with European legal standards.
Such measures are essential not only for Ukraine's integration into the EU digital market,
but also for strengthening its digital administrative infrastructure to effectively confront
global technological and security challenges.

5. Conclusions

This study has conducted a comprehensive legal analysis of digital public
administration in Ukraine, which has revealed both significant achievements and
pressing problems in the existing regulatory environment. Ukraine's legal framework
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has made commendable progress with the adoption of pivotal legislative acts, notably
the Law on Electronic Governance and the Law on Personal Data Protection. These serve
as foundational pillars for establishing operational mechanisms for digital platforms,
enabling electronic authentication systems, and ensuring the protection of personal
data within the digital environment. However, significant legislative gaps remain,
particularly in areas concerning emerging technologies such as artificial intelligence
and the cross-border transfer of data. The absence of comprehensive regulation in these
domains impedes technological innovation and poses serious risks to the transparency,
accessibility, and resilience of public administration. Addressing these shortcomings
is essential to reinforce Ukraine's digital transformation and align it with international
standards. It has become evident that, despite the existence of cybersecurity laws,
their implementation remains inconsistent and lacks the necessary technical detail.
The operational capacity of governmental institutions is further constrained by limited
financial resources and a shortage of qualified personnel, which significantly impedes
the successful execution of digital initiatives. Additionally, persistent discrepancies
between Ukrainian and EU legal frameworks create substantial barriers to regulatory
alignment and hinder Ukraine's advancement toward full integration into the European
digital ecosystem.

Drawing from the conclusions reached in this research, several key
recommendations are proposed to strengthen the legal and institutional foundations
of digital public administration in Ukraine:

1. Develop comprehensive legislation on emerging technologies. It is
imperative to prioritize the adoption of legal frameworks regulating the use of advanced
digital technologies, particularly artificial intelligence, within public sector operations.
These frameworks should clearly articulate ethical principles, establish mechanisms
for accountability, and safeguard individual rights in cases where algorithmic decision-
making systems are employed.

2. Strengthen cybersecurity legislation and its enforcement mechanisms.

Existing regulatory acts in the field of cybersecurity should be updated by
introducing precise technical standards and clearly defined control procedures.
Emphasis should be placed on creating mechanisms for compliance, incident response,
and regular security audits in state institutions.

3. Develop institutional capacity through legal and digital literacy.

Continuous investment in the professional development of civil servants is
required. Specialized training programs should be implemented, covering the legal,
ethical, and technical aspects of digital governance.

4, Harmonize national legislation with the standards of the European Union.

To advance Ukraine's ambitions for European integration, it is essential to align
national legislation with European Union standards—particularly in the areas of digital
governance, data protection, and cybersecurity. Such legal harmonization will facilitate
more effective cross-border cooperation and support the adoption of advanced
methodologies for modernizing the public sector.

These conclusions underscore both the practical and conceptual contributions
of the study, emphasizing the urgent need for a progressive legal framework. This
framework should be adaptable and resilient, capable of supporting a sustained
transition to digital practices in the management and delivery of public administration.
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